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Introduction
“In the practical art of war, the best thing of all is 
to take the enemy's country whole and intact; to 
shatter and destroy it is not so good.“

Sun-Tzu, The Art of War

Disinformation, propaganda, cyber-attacks, influence and information 
operations, election interference, strategic corruption, paramilitary groups 
- all these terms have something in common. These are the most com-
monly used hybrid threat instruments. The term hybrid threats may be new, 
but the concept has been used for centuries. It consists in trying to weaken 
and incapacitate the opponent without deploying military forces.

The pursuit of one's own economic or geopolitical interests in interna-
tional relations through diplomacy and other "soft" forms of engage-
ment is a normal part of state-to-state relations. What distinguishes 
hybrid threats from these forms of international politics is the level of 
coordination between the various instruments and, in particular, the 
objective of such action. It is the incapacitation and disruption of soci-
ety, or its security and governmental structures.

Hybrid threats have become one of the most important topics in secu-
rity in recent years. In Slovakia as well as at the EU and NATO level. The 
reason why this area is given more and more importance is the change 
in the way strategic interests are pursued by hostile actors and the 
increasing impact of technology on all areas of society.

Warfare in the 21st century is being replaced by the coordinated use of 
a range of tools in the areas of information, economic influence, energy 
coercion and intelligence. At the same time, technology has become an 
integral part of the life of the entire society, and thanks to it, today hos-
tile actors can operate anywhere in the world - spreading strategic pro-
paganda, influencing electoral processes, attacking critical infrastruc-
ture, penetrating computer networks, etc.

The actors of hybrid threats are usually foreign hostile states whose 
political or strategic objectives are in conflict with the vital and strate-
gic interests of the Slovak Republic and the organisations of which it is a 
member, such as the EU or NATO. Therefore, the activities of the Russian 
Federation are the most frequent in our conditions when dealing with 
hybrid threats. Russian Federation has even put Slovakia, along with 
other EU countries, on the list of hostile countries.1

1 Government Regulation No. 1998-r of 22 July 2022 http://government.ru/en/docs/46080/ a Russian government approves list of 
unfriendly countries and territories - Russian Politics & Diplomacy - TASS.

http://government.ru/en/docs/46080/
https://tass.com/politics/1418197
https://tass.com/politics/1418197
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Further, it is China that uses primarily economic forms and instruments. 
Such an assessment results both from the annual reports of the Slovak 
Information Service2 or the Military Intelligence3, as well as from doc-
uments adopted at the EU and NATO level4. Hybrid actors can also be 
non-state entities. A typical example is ISIS, which at the peak of its 
activities used several interconnected and coordinated tools in the field 
of information operations, cyber-attacks or terrorism.

Slovakia started working on increasing its resilience to hybrid threats 
as early as 2018, when the first Concept for the Slovak Republic's Fight 
Against Hybrid Threats was adopted5. The importance of this area has 
also been underlined in the current Security Strategy of the Slovak Repub-
lic of 2021 and the most recent material in this area is the Action Plan for 
the Coordinated Countering of Hybrid Threats (hereafter referred to as 
"APHH") from 20226.

Understanding one's own vulnerabilities is the basis for successfully 
countering the threats posed by such covert, subversive hybrid threats 
to the strategic and vital interests of the Slovak Republic. For this reason, 
within the framework of the national project "Increasing Capacities and 
Preparedness of the Slovak Public Administration for Hybrid Threats", 
there was a need to analyse the processes, structures and legislation 
of selected government entities in relation to possible hybrid actions. 
The result is the In-Depth Analysis of the Vulnerabilities of Selected State 
administration bodies to Hybrid Threats (hereafter referred to as the 
"In-Depth Analysis"), which is a reflection of Task A.1 resulting from the 
Action plan to coordinate the fight against hybrid threats.

This material is the result of extensive cooperation between the Ministry 
of the Interior of the Slovak Republic and a number of central govern-
ment authorities and security services. The aim of the in-depth analysis 
was not only to identify vulnerabilities but also to propose measures to 
address them. The analysis includes an introductory chapter examin-
ing the overall system architecture for addressing hybrid threats within 
government, and 22 thematic chapters analysing vulnerabilities to spe-
cific hybrid threat instruments.

Due to the sensitivity of the information contained in the in-depth anal-
ysis, the material was approved at the meeting of the Security Council 
of the Slovak Republic by Resolution No. 818 on 12 April 2023 as classified 
material subject to the protection of classified information. The version you 
are holding is an edited version of this analysis for public distribution and 
discussion among the experts. It does not contain sensitive information, 
but still represents the most comprehensive mapping of vulnerabilities to 
hybrid threats, while offering concrete measures to address them.

Hybrid actors can use different instruments in order to achieve their 
objectives. In identifying hybrid threat instruments, this analysis is based 
on a conceptual model developed within the EU's Joint Research Centre 
(hereinafter referred to as the „JRC“). The model developed by the JRC 
defines 40 hybrid threat instruments in 13 domains.

In the framework of this analysis, this model was adapted to the condi-
tions of the Slovak Republic and the number of instruments was adjusted 
to 25. The instruments are ranked according to the identified risk from 
most to least severe:

* due to the sensitive nature of these instruments, they have not been elaborated  
in separate chapters of the public version

2 SIS Activity Report 2021 Slovenská informačná služba | Pre Vás | Správa o činnosti SIS (gov.sk).
3 Military Intelligence Activity Report 2021 Sprava_o_cinnosti_vs_2021_svk.pdf (mosr.sk). 
4 The Russian Federation has been identified as the most significant and immediate threat to the security of the Allies as well as to peace 
and stability in the Euro-Atlantic area in NATO Strategickej koncepcie 2022, adopted at the Madrid Summit on 29 June 2022. At the EU 
level, the Strategický kompas, was adopted by the EU Council on 21 March 2022, identifying Russian threats, and the European Parliament 
deklaroval, in November 2022 that the Russian Federation is a state sponsor of terrorism and uses terrorist practices. 
5 Concept for Countering Hybrid Threats in the Slovak Republic, approved by Government Resolution No. 345/2018 on 11 July 2018  
https://rokovania.gov.sk/RVL/Material/23100/1.
6 Action Plan for the Coordination of Countering Hybrid Threats for the years 2022 to 2024, approved by Government Resolution No. 
235/2022 of 30 March 2022.

Hybrid threat 
instruments

1. Disinformation campaigns and  
propaganda 14. Pressure on politicians or members  

of the government

2. Influencing elections 15. Embassies

3. Proliferation of weapons (including weapons 
of mass destruction) 16. Using diasporas for influence

4. Cyber operations - violation of confidentiality, 
integrity and availability in cyberspace 17. Diplomatic and economic sanctions

5. Physical operations against infrastructure 18. Controlling and interfering with the 
media

6. Promoting social unrest and exploiting 
socio-cultural cleavages 19. Foreign direct investment

7. Exploiting weaknesses in public adminis-
tration 20.

Creating and exploiting infrastructure  
dependencies (energy, energy infrastruc-
ture and civil-military dependencies)

8. Misuse of migration as a hybrid threat 
instrument 21. Creating and exploiting economic  

hardship and dependency

9. Exploitation of weaknesses, ambiguities 
and gaps in legislation 22. Military exercises *

10. Paramilitary groups 23. Violation of airspace *

11. Funding for religious and cultural groups 24. Conventional/non-conventional force 
operations *

12. Influencing curriculum and academia 25. Intelligence / covert operations and 
infiltration *

13. Promoting and exploiting corruption

https://www.sis.gov.sk/pre-vas/sprava-o-cinnosti.html
https://vs.mosr.sk/sprava_o_cinnosti_vs_2021_svk.pdf
https://www.nato.int/strategic-concept/
https://www.consilium.europa.eu/sk/press/press-releases/2022/03/21/a-strategic-compass-for-a-stronger-eu-security-and-defence-in-the-next-decade/
https://www.europarl.europa.eu/news/en/press-room/20221118IPR55707/european-parliament-declares-russia-to-be-a-state-sponsor-of-terrorism
https://rokovania.gov.sk/RVL/Material/23100/1
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Methodology
The methodology developed by the Centre for Countering Hybrid Threats 
specifically for this analysis is based on the aforementioned conceptual 
framework and model of the EU's Joint Research Centre (JRC), as well as 
other risk and vulnerability analysis techniques. An abbreviated version 
of it is presented in this chapter.

The analysis focused on 4 main areas:

• legislation and internal legislative measures,
• institutional structure and internal relations,
• the process of transferring and sharing information within and 

between entities and
• decision-making processes and the inputs involved. 

It is important to stress that this is an analysis of the systemic set-up 
of the state administration and not an analysis of the operational and 
information content of the processes mentioned. Within this approach, 
the analysis was based on individual hybrid threats that are relevant to 
the national security and interests of the Slovak Republic. These hybrid 
threats can exploit specific vulnerabilities existing in government that, 
when combined with the potential impact of these threats, lead to risk.

Risk can also be treated or reduced by removing specific vulnerabilities, 
in the context of a scheme:

Threat

Affects IncreasesRemoves

Uses

Is solved by

Treatment / reduction 

Vulnerability

Risk

Risk

Figure 1 : Representation of the relationships between threat, vulnerability and risk1

Figure2 : Expressing risk as the intersection of probability and impact

1 Inspired by Figure 1. of Toosarvandani, Marzieh & Modiri, Nasser & Afzali, Mehdi. (2012). The risk assessment and treatment approach in order to provide lan security based on isms standard. 10.5121/ijfcst.2012.2602 2 Inspired by Koen van Impe (2017) Simplifying Risk Management. 
 Available at:  https://securityintelligence.com/simplifying-risk-management/ 

Probability Impact

Threat Vulnerability

 
External factor  

beyond  
the control of  

the institutions

 
Internal factor  

existing possibility 
of removal

Each threat was assigned a lead authority - i.e. the institution with the 
greatest responsibility in the area - which was responsible for drafting a 
chapter on that threat in cooperation with the other institutions involved. 
In cooperation with the Centre for Countering Hybrid Threats, the task 
of authorities was to identify a list of processes that may be affected 
by hybrid threat instruments and to define a hypothetical scenario of 
how these processes could be exploited. Subsequently, the authorities 
proceeded on the basis of the reflective model "What? So what? Now 
what?" in three phases:

1. a description of the current state in terms of 4 main areas,
2. assessment of the current state and vulnerability analysis of the 

identified processes; and
3. proposal of measures to address identified vulnerabilities  

+ their prioritisation on the basis of a qualitative risk analysis. 

The qualitative risk analysis of the risk associated with the hybrid 
threat was carried out based on an assessment framework in which 
risk was expressed as the intersection of the respective value of the 
probability of the risk scenario being realised and the value of the 
level of potential impacts:

= x

x

https://securityintelligence.com/simplifying-risk-management/ 
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Authorities determined the resulting risk - extremely severe (A), high (B), 
low (C), or negligible (D) - as a combination of the likelihood of the risk 
scenario occurring and the "worst-case" possible impact, using defini-
tions of each likelihood and impact level from the Center for Countering 
Hybrid Threats.

The chapters, as well as the proposals for individual measures, have 
been finally prioritised according to the resulting level of risk and are 
marked with the corresponding colour.

Likelihood  
of threat

Impact of the threat

Negligible Minimum Medium Serious Catastrophic 

High D C B B A

Medium D C C B A

Low D D D C B

Very low D D D D C

Table 1: Determination of the level of resulting risk 
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System for  
countering  
hybrid threats
The broad possibilities of using hybrid instruments 
against the Slovak Republic lead to the need for 
increased coordination of activities within the 
state administration, as well as increased per-
sonnel capacity and sustainability of individ-
ual units dedicated to countering hybrid threats.

Non-implementation of mea-
sures to ensure coordina-
tion and sustainability of the 
expert components of the 
state administration deal-
ing with hybrid threats poses 
a high risk of stagnation or 
even reduction of Slovakia’s 
resilience to hybrid threats

The system 
for countering 
hybrid threats 
must include:
• An efficiently set-up architec-

ture of the institutions involved, 
including the division of their 
responsibilities

• Functional processes for coor-
dination and information 
exchange between the institu-
tions involved, to ensure prac-
tical measures to mitigate the 
impact of hybrid action

• A long-term strategy for the SK 
that will ensure the sustainability 
of the above institutional architec-
ture and coordination processes.

Security  
Council Committee 
of the SK on Hybrid 

Threats

(strategic level  
of inter-ministerial 

cooperation)
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Lack of legislative anchoring 
of competences and desig-
nation of primary responsi-
bility for countering hybrid 
threats 

Establish competencies and 
designate primary responsibility 
for coordinating the fight against 
hybrid threats in individual do-
mains within state institutions

Unsustainability of existing 
expert units and insufficient 
involvement of state institu-
tions, which do not have spe-
cialised capacities to deal 
with hybrid threats 

Ensure the sustainability of the 
expert units established for stra-
tegic communication and coun-
tering hybrid threats and build 
capacity within state institutions 
where needed 

Lack of coordination between 
institutions dealing with hyb-
rid threats 

Establish a central coordination 
mechanism or platform for the 
practical and operational coor-
dination of services to counter 
hybrid threats

Vulnerabilities 
identified

What needs  
to be done?

Institutions dealing with hybrid threats

Partners with analytical and 
StratCom capacities from the 
National Project Increasing 
Slovakia's Resilience to Hybrid 
Threats by Strengthening the 
Capacities of the Public Admin-
istration under the leadership of 
the Ministry of the Interior of the 
Slovak Republic

SITCEN  
 (National Contact 

Point for Hybrid 
Threats), Under the 
Government Office 

of the Slovak  
Republic

NBAC (National  
Collaboration Centre 

for Hybrid Threats) 
Under SIS

interna
tio

na
l 

p
a

rt
ners

the  
Govern-

ment 
Office of 

the SR

MoC  
SR

MoE  
SR

MIRDI 
SR

SIS

NSA

MI

CMS

other 
CGA

MoJ 
SR

MoESRaS  
SR

MoI 
SR

MFA 
SR

MoD 
SR

Practical level of government to address hybrid threats

11

Extremely serious risk
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Disinformation 
campaigns and 
propaganda 
Disinformation is the most commonly used instru-
ment of hybrid threats. Hybrid actors can use 
them to influence public opinion, undermine trust 
in institutions, destabilise the political system or 
provoke unrest. Their objective is to manipulate 
perceptions of reality and influence people's 
decision-making.

Intensive and long-term dis-
information campaigns and 
propaganda cause polari-
sation of society, disruption 
of consensus on the foreign 
policy orientation of the 
Slovak Republic, reduction 
of trust in democratic insti-
tutions, as well as under-
mining or paralysing deci-
sion-making processes.

Forms of possible 
hybrid action 

Institutions 
responsible

• spread of false or manipulative 
information in order to harm, gain 
an advantage or influence the 
target audience,

• spread conflicting narratives or 
conspiracy theories to create 
information chaos or reduce trust,

• deliberate information in favour 
of a hybrid actor,

• spread of disinformation through 
fake accounts or bots, targeted 
discrediting of individuals or pop-
ulation groups in the interest of a 
hybrid actor.

• Government Office  
of the Slovak Republic,

• Ministry of Interior  
of the Slovak Republic,

• Ministry of Foreign and 
European Affairs of the  
Slovak Republic.

12 Hĺbková analýzaIn-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats12

Inability to block sites with  
a link to a hybrid actor.

Adopt an amending law on  
Cybersecurity that would allow 
this step in eligible cases.

Informality in the transfer 
and sharing of information 
between actors with an 
agenda in the fight against 
disinformation.

Consider amending the Compe-
tence Act to designate the entity 
primarily responsible for coordi-
nating the fight against disinfor-
mation.

Extremely serious risk 

Vulnerabilities
identified

What needs  
to be done?

Conspiracy Index

13

Denmark
0
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20

5

15

25
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USA Poland TurkeyNigeria Slovakia

The so-called conspiracy index is calculated as the average of the positive answers to standard 
conspiracy questions. It is extremely high in Slovakia compared to the world.
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Influencing  
elections 
This is a major threat to the Slovak Republic in the 
long term. Influencing elections undermines not 
only the integrity of the process itself, but also the 
democratic structure of the state

Successfully influencing 
elections can reduce cit-
izens' trust in democratic 
institutions and elections. 
Furthermore, it also calls 
into question the Euro-At-
lantic orientation of the 
Slovak Republic, which 
brings serious security 
implications.

Forms of possible 
hybrid action 

Institutions 
responsible

• implicit support for specific 
political candidates or parties, 
circumventing campaign and 
party funding restrictions and 
rules,

• decreasing public confidence 
in the results of elections and 
in state institutions,

• misuse of the internet and 
social networks to polarise 
society. • Ministry of Interior of the 

Slovak Republic,
• State Commission  

for Elections and Control  
of Financing of Political 
Parties. 

In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats14

The legislation indirectly  
allows the financing of politi-
cal parties and election cam-
paigns by foreign actors.

Adopt more detailed legislation 
on the financing of political par-
ties, movements and electoral 
campaigns in order to increase 
the transparency of electoral 
financing.

Lack of explicit legal regu-
lation of the electoral cam-
paign before the referendum.

Complete the legal regulation of 
the referendum election campaign.

Legislation does not specifi-
cally reflect the conduct of 
electoral campaigns in the 
online space.

Introduce legal regulation of 
online election campaigns. Plus 
define more precisely what con-
stitutes an election campaign 
conducted on the internet (e.g. 
not only sponsored contributions).

Extremely serious risk

Vulnerabilities 
identified

What needs  
to be done?

Confidence in Slovak elections  
Comparison of 2017 with 2022

Very oftenQuite oftenNot oftenAlmost never

2017

2022

15 % 22 % 36 %

41 %17 %

15

27 %

40 %

How often do you think votes are counted fairly in our country's elections?

Source: survey by Focus agency for Denník N

So
urce: http

s://d
ennikn.sk/m

inuta
/2958750/ 

https://dennikn.sk/minuta/2958750/ 
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Weapons  
proliferation
There are several major arms companies in the Slo-
vak Republic with production mainly abroad. These 
weapons go to war-torn countries or to countries 
that violate international embargoes. At the same 
time, so-called 80% weapons are found in the Slo-
vak Republic and the problem of 3D weapons is 
growing.

Continuous proliferation of 
weapons can cause a seri-
ous threat to the security 
of the citizens of the Slovak 
Republic as well as the EU.

Forms of possible 
hybrid action

Institutions 
responsible

• illicit and licit trafficking in arms, 
ammunition, explosives, weap-
ons components, explosives 
precursors and chemical war-
fare agents and dual-use items,

• proliferation of weapons 
through new technologies 
(so-called 3D weapons, which 
are difficult to detect without 
registration, and the so-called 
80% of weapons not explicitly 
regulated),

• occurrence of a number of 
weapons and ammunition in 
illegal possession in the Slovak 
Republic.

• Police Force,
• Financial Administration  

of the Slovak Republic,
• Ministry of Economy  

of the Slovak Republic.

16 In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats16

Lack of legislation in the area 
of 80% weapons and insuf-
ficient application of the 
legislation in force in relation 
to 3D weapons.

Actively participate in the draf-
ting of EU legislation on the 
so-called 80% weapons. Con-
sistently apply the Slovak le-
gislation on illegal arming with 
so-called 3D weapons.

Lack of analysis and proac-
tive monitoring of dual-use 
exports.

Introduce a system of proactive 
analysis in the area of dual-use 
exports.

Low analytical and technical 
capacity of the Police Force to 
counter illicit arms trafficking.

Increase personnel and tech-
nical capacity to combat illicit 
arms trafficking.

Extremely serious risk

Vulnerabilities 
identified

What needs  
to be done?

Results of the arms amnesty  
in the Slovak Republic

4th gun amnesty ended, Slovaks had over 1,600 firearms examined.

Press release of the Ministry of the Interior of the Slovak Republic of 06 May 2021 

17
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Cyber
operations
Due to the widespread use of information systems, 
cyber-attacks are one of the most commonly used 
instruments of hybrid threats. Hybrid actors can 
undermine cybersecurity  by penetrating networks 
and information systems.

A Cyber operations can 
have a catastrophic impact 
on the delivery of essential 
government services, the 
protection of the personal 
data of all citizens and pub-
lic order.

Forms of possible 
hybrid action 
• complex cyber-attacks, if orga- 

nised to take control of key sys-
tems or disable digital services,

• cyber espionage, whereby 
a hostile actor seeks to gain 
access to classified information, 
sensitive data, or intellectual 
property to gain advantage  
over a competing company  
or government entity.

18 Hĺbková analýza

Institutions 
responsible
• National Security Authority,
• central State administra-

tion bodies,
• operators of essential  

services,
• digital service providers.

In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats18

Failure to comply with the le-
gal obligation to report every 
serious cyber security incident 
to the National Cyber Security 
Centre SK-CERT of the Natio-
nal Security Authority.

Entities that are obliged to provi-
de information under the Cyber-
security Act must immediately 
provide it free of charge and 
without delay.

The cybersecurity risk ana-
lysis of some entities is often 
processed without a proper 
assessment of the operator's 
threats and vulnerabilities. 
Insufficient security measu-
res are taken. 

Entities may follow the risk as-
sessment methodology available 
on the website of the National 
Security Authority when analy-
sing risks.

Ineffective methods of ca-
pacity building / undersized 
professional capacities in 
the field of cybersecurity.

Ensure adequate professional 
capacity in the public adminis-
tration.

Vulnerabilities 
identified

What needs  
to be done?

Extremely serious risk

19

131

Banking Traffic Energetics Post Office Industry Public  
Administration

Health Care Others

328

8 6
32

8
52

Cybersecurity incident 
reporting in sectors – 2022

584
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Physical  
operations against 
infrastructure
Hybrid operations are often targeted against major 
infrastructure in the territory of the Slovak Republic 
and the EU. Hybrid actors can use different types of 
attacks to destabilise critical infrastructure (CI), the 
effects of which can be felt in different sectors. 

The most serious threat 
would occur when CI is dis-
rupted. This would have 
adverse consequences for 
the state's ability to ensure 
the protection of life, health, 
safety, property or the envi-
ronment.

Forms of possible  
hybrid action
• corruption,
• espionage,
• sabotage, cyber and physical 

attacks on critical systems and 
equipment,

• spread of misinformation and 
false information to destabilise 
the CI and cause chaos and 
insecurity,

• influencing key personnel at crit-
ical facilities or political leaders.

Institutions 
responsible
• Government  

of the Slovak Republic,
• Ministry of Interior  

of the Slovak Republic.

In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats20

Inadequacy of current legis-
lation and strategies on CI.

Amend the CI Act to reflect 
current security challenges and 
trends in this area.

Outdatedness of the CI risk 
assessment.

Adopt recommendations from 
the Action Plan for Coordinating 
the Fight against Hybrid Thre-
ats in the field of CI, incorporate 
hybrid threats into risk asses-
sments, integrated crisis ma-
nagement and civil protection 
procedures and processes.

Lack of experts to cover the 
CI protection agenda.

Increase the capacity of CI and 
crisis management experts and 
analysts across the Central Go-
vernmental Authority, to ensure 
the long-term sustainability of 
these positions. 

Vulnerabilities 
identified

What needs  
to be done?

21

CI sectors under the responsibility 
of central authorities 

High Risk

14,6%

Traffic

Information and 
communication

technologies

Water  
and  

atmosphere

Health Care Finances Agriculture

Electronic  
communication

Energetics Post Industry
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Promoting social  
unrest and exploiting 
socio-cultural  
cleavages 
In the socio-cultural sphere, hybrid actors focus on a 
wide range of topics, such as national identity, a coun-
try's history or religion, in order to create and deepen 
cleavages in society. Unemployment, poverty, migra-
tion and other issues that can cause social tensions 
can also be subject to abuse.

The hybrid actor seeks to 
change the foreign policy 
direction of the state or ren-
der its decision-making pro-
cesses dysfunctional. This may 
undermine the performance 
of the basic functions of the 
state and reduce its ability to 
respond adequately in crisis 
situations.

Forms of possible 
hybrid action 
• Abuse of sensitive issues and 

their amplification through dis-
information narratives to create 
tensions in society

• Exploitation of existing social 
cleavages to reinforce social ten-
sions, polarisation or fear

• Promoting social unrest with 
the intention of influencing or 
disrupting the decision-making 
processes of the state

Institutions 
responsible
Plenipotentiaries of the Gov-
ernment of the Slovak Repub-
lic - for the protection of free-
dom of religion or belief, for 
the development of civil soci-
ety, for Roma communities 
and for national minorities.
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Lack of principles and stru-
ctures to ensure strategic 
governance in the Slovak 
Republic 

Institutionally anchor the prin-
ciples of strategic governance to 
address complex societal prob-
lems beyond the length of elec-
toral cycles.

No concept of building social 
cohesion 

Develop a concept for building 
social cohesion and resilience 
to the abuses of socio-cultural 
cleavages and the deliberate 
promotion of social unrest 

Vulnerabilities 
identified

What needs  
to be done?

High Risk

23

Form of social cohesion in the 
state
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Exploiting  
weaknesses  
in public  
administration
Weaknesses in the state administration are conve-
nient targets for hybrid actors to weaken or influ-
ence the performance of the state administration. 
Weak protection and sharing of sensitive informa-
tion, or lack of education and awareness of hybrid 
threats can be exploited

In the event of a failure of 
the public administration, 
the responsiveness of the 
state and the trust of soci-
ety in state institutions risk 
being undermined.

Forms of possible 
hybrid action 
• influencing the opinion 

of public administration 
employees due to low aware-
ness of hybrid threats and 
lack of education,

• abuse of the slow state 
response caused by compli-
cations associated with the 
transfer of classified informa-
tion (personnel and technical),

• abuse of the lack of security 
technology on the part of 
the state, caused by the long 
procurement process.

Institutions 
responsible
• Ministry of Interior  

of the Slovak Republic,
• all central State  

administration bodies.

In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats24

Lack of assessment of the 
reliability of applicants for 
public administration jobs  
in the online environment 
(e.g. social networks).

Supplement the legislation on 
reliability assessment with activi-
ties in the online environment.

Lack of staff training on hyb-
rid threats.

Introduce regular training for pub-
lic administration employees on 
topics related to hybrid threats.

Lengthy and complicated 
procurement process for ad-
vanced security technologies.

Accelerate the security procure-
ment process.

Vulnerabilities 
identified

What needs  
to be done?

25

Survey on hybrid threats in 
public administration (2018)

High Risk

In your opinion, is your institution prepared to face hybrid threats?

Do you think you have sufficient knowledge of hybrid threat issues?

YesNo

80,5%

85,4%

19,5%

14,6%
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Misuse  
of migration  
as a hybrid  
threat instrument
Hybrid actors can misuse or even deliberately 
induce a massive influx of foreigners into the Slo-
vak Republic and the EU to polarise society. The 
consequence may be an increase in extremism 
and a disruption of society that the state may not 
be able to counter.

In order to destabilize soci-
ety, hybrid actors provoke 
conflicts and increase ten-
sions between locals and 
foreigners.  The border infra-
structure is overloaded and 
the internal stability of both 
the Slovak Republic and the 
EU is weakened.

Forms of possible 
hybrid action
• organising and instigating irreg-

ular migration flows with the aim 
of instilling fear,

• attempts to reduce trust in state 
institutions and influence public 
opinion,

• polarisation of society, stirring 
up unrest and spreading misin-
formation about migrants.

Institutions 
responsible
• Ministry of Interior  

of the Slovak Republic,
• Ministry of Foreign and 

European Affairs of the 
Slovak Republic.
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Irrelevance of the integration 
policy of the Slovak Republic.

Update the national strategy  
for the managed integration  
of returnees and migrants.

Division of responsibilities 
for the migration agenda 
between several institutions.

Centralise the migration agenda 
in a single state institution.

Inconsistency in the system 
structure of data collection 
and inter-ministerial data 
sharing.

Create a unified system of data 
collection structure to enable 
effective inter-ministerial data 
sharing and analysis. 

Vulnerabilities 
identified

What needs  
to be done?
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2021-2022 artificially induced migration 
crisis on the border between Belarus 
and the EU

High Risk
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Exploitation of 
weaknesses,  
ambiguities and 
gaps in legislation 
A hybrid actor can abuse against states their own 
law and democratic principles, as well as the pro-
cess of law-making and its application against 
state interests.

Attempts to influence the leg-
islative process and the work 
of legislatures are common. 
In case of inappropriate or 
insufficient regulation of leg-
islation, the enforcement of 
the interests of a hybrid actor 
may lead to the dysfunction 
of the security system of the 
Slovak Republic.

Forms of possible 
hybrid action 
• conducting non-legislative lob-

bying in support of the hybrid 
actor's strategic objectives,

• misuse of the Freedom of Infor-
mation Act, leading to the dis-
closure of information to hybrid 
actors,

• influencing a Member or group 
of Members to bring forward and 
pass legislation expediently.

Institutions 
responsible 
• Public administration 

bodies,
• Legislative Council  

of the Government  
of the Slovak Republic,

• Members or  
parliamentary groups.
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Missing law on lobbying.

Adopt a law on lobbying, intro-
duce rules on transparency of 
relations between constitutional 
officials and lobbyists.

Unclear application rules of 
the Free Access to Informa-
tion Act.

Introduce a uniform methodolo-
gy for the application of the law 
on free access to information.

Lack of discussion in the 
abridged legislative proced-
ure, where it is not possible to 
assess potential safety risks.

Modify the legal conditions for 
the abridged legislative pro-
cedure, control of the use of 
this institute only in exceptional 
situations.

Vulnerabilities 
identified

What needs  
to be done?
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Lobbying law not adopted  
for almost 2 decades

31 May 2005
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High Risk

Club 500: Act on lobbying 
should define in detail the 
forms of lobbyist's work
Bratislava, 31 May (Press agency of the Slovak Republic TASR)  
- Slovak businessmen associated in the Club 500 welcomed 
the draft Act on lobbying initiated by the Ministry of Justice,...

Press agency of the Slovak Republic TASR
Press Agency

https://domov.sme.sk/c/2241431/klub-500-zakon-o-lobingu-by-mal-podrobne-vymedzit-formy-prace-lobistu.html  


31In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats30

Paramilitary  
organisations 
Paramilitary groups that are not integrated into 
the security forces of the state pose a significant 
security risk due to their influence and manipula-
tion by hybrid actors. Indoctrination of their mem-
bers with attitudes that are contrary to the nation-
al-state interests of the Slovak Republic can lead, 
especially during periods of destabilization of 
the security situation, to their misuse for physical 
operations or threats to security.

The most serious threat 
would occur if a hybrid actor 
were to take complete con-
trol of such organisations. 
Their misuse would have 
serious implications for the 
state's ability to ensure the 
protection of the life, health, 
safety, and property of its 
own citizens.

Forms of possible 
hybrid action

Institutions  
responsible

• armed and aggressive partici-
pation in riots,

• physical operations against 
the security forces of the Slovak 
Republic,

• intimidation of the population,
• conducting sabotage and phys-

ical attacks on critical systems 
and equipment,

• efforts to replace state forces,
• activities aimed at supporting 

domestic radical organisations. 

• Ministry of Defence  
of the Slovak Republic,

• Ministry of the Interior  
of the Slovak Republic,

• intelligence services.
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Low state control over existing 
paramilitary organisations.

Put in place mechanisms to en-
sure better control of paramilitary 
organisations by state institutions.

Lack of legislation dealing with 
youth and young adults inte-
rested in defence activities.

Introduce legislation to enable 
the development of conscription 
awareness and a healthy patri-
otism based on democratic val-
ues and centred on the military.

Lack of an attractive and  
accessible alternative to  
paramilitary organisations.

Create a state-accredited and 
regulated alternative to par-
amilitary organisations led by 
instructors who are current or 
former members of the armed 
forces or security forces.

Vulnerabilities 
identified

What needs  
to be done?
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Activities of paramilitary 
organisations in the 
Slovak Republic

High Risk

4 October 2015 06:55 pm

Slovak conscripts are trained  
by a professional soldier, the  
army is silent

The instructor of the paramilitary organization is a soldier from an  
anti-aircraft brigade who has received training from the Russian  
"military-patriotic" association. The conscripts are getting ready  
to attend school again.

https://dennikn.sk/256730/slovenskych-brancov-cvici-profesionalny-vojak-armada-mlci/ 
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Funding cultural 
groups or think  
tanks
Several states use culture and think tanks as a way 
to spread their power (e.g. China through the Con-
fucius Institutes). Religious societies and secu-
lar organisations can also become instruments of 
hybrid action.

A hybrid actor can use 
these groups to implement 
its strategic objectives. The 
result can be a long-term 
impact on public opinion, 
spreading extremism and 
influencing political devel-
opments in the country.

Institutions 
responsible

• provision of finance from 
abroad,

• involvement of members of 
churches and religious societies 
in illegal activities or armed con-
flicts outside the territory of the 
Slovak Republic,

• spreading misinformation or 
harmful information,

• making efforts to change the 
democratic establishment of the 
Slovak Republic.

• Ministry of Culture  
of the Slovak Republic. 

Forms of possible 
hybrid action 
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Insufficient overview of the 
activities of unregistered 
churches and insufficient 
communication with them.

Extend the competences of the 
Ministry of Culture of the Slovak 
Republic and reconsider the pro-
cess of registration of churches 
and religious societies.

Insufficient staff capacity for 
analysis and low number of 
forensic experts in the field 
of religious and political ex-
tremism.

Expand the capacity of the 
Ministry of Culture of the Slovak 
Republic to include experts on 
the issue of extremism.

Lack of cooperation with in-
telligence services and lack 
of monitoring.

Establish an inter-ministerial 
working group and strengthen 
institutional communication.

Vulnerabilities 
identified

What needs  
to be done?

33
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Communication of the Director 
of the Confucius Institute

22 April 2021 01:00 pm

Do you sleep well? You should  
be under a lot of stress. The head 
of a Chinese institute wrote to  
a Slovak expert

China is building influence in the academic world and trying to  
suppress free and critical debate about its regime, says Slovak  
researcher Matej Šimalčík, who was threatened by the head of  
the Confucius Institute in a threatening email.

https://dennikn.sk/2361789/sef-cinskeho-institutu-pise-slovenskemu-expertovi/   


35In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats34

Influencing  
curriculum  
and academics
Hybrid actors can exert long-term influence on the 
younger generation through the educational pro-
cess, shaping their attitudes and promoting their 
own political, ideological or religious narratives 
contrary to the system of fundamental rights and 
freedoms and democratic values.

Such influence threat-
ens the education system 
and academic freedom. 
This can manifest itself in 
reduced social cohesion 
and increased sympathy 
for the hybrid actor.

Forms of possible 
hybrid action 

Institutions 
responsible

• influencing the curriculum  
- trying to manipulate its  
content by a hybrid actor,

• forging partnerships and build-
ing contacts in order to dissem-
inate propaganda, influence 
critical thinking or advocate for 
personnel changes,

• obtaining information on research 
and development of critical inno-
vations and technologies,

• putting pressure on employees 
of the Department of Education.

• Ministry of Education,  
Science, Research and  
Sport of the Slovak Republic,

• intelligence services.
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Vulnerabilities 
identified

What needs  
to be done?

35

Teacher survey on media 
credibility 

Lack of professional capa-
cities in the Department of 
Education that would specifi-
cally cover the issue of hybrid 
threats.

To provide financial, personnel 
and material-technical support 
for the creation of professional 
capacities in the Department of 
Education and thus to increase 
the capacity to respond flexibly 
to the incentives received.

Low level of awareness of 
hybrid threats in the Depart-
ment of Education.

Prepare awareness-raising ac-
tivities for the relevant circle of 
people, in order to develop awa-
reness of hybrid threats in the 
Department of Education.
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Note: the marked sites are identified as sites with questionable content by the konspiratori.sk 
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Exploiting strategic 
corruption 
By encouraging and exploiting corruption, hybrid 
actors seek to gain political influence, manipu-
late public opinion or leak classified information. 
Corruption undermines trust in the rule of law and 
its institutions, and such a weakened state is an 
easier target for hybrid action.

If the state does not act 
against the promotion and 
use of corruption, it jeop-
ardises the functioning of 
fundamental institutions 
and undermines their deci-
sion-making mechanisms. 
Social and political stabil-
ity can be undermined as  
a result.

Forms of possible 
hybrid action 

Institutions 
responsible

• providing bribes to politically 
exposed persons to promote 
certain policies,

• trying to win the affection of 
politicians, the media or public 
figures through donations, invi-
tations to social events or other 
benefits,

• building a network of affiliates 
to influence public opinion and 
question the fundamental insti-
tutions of the state,

• the use of persons who are 
recipients of classified infor-
mation for cooperation and the 
disclosure of such information.

• Government Office  
of the Slovak Republic,

• Ministry of Interior  
of the Slovak Republic,

• intelligence services.
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Unsystematic classification 
of certain corruption offen-
ces within the breakdown of 
the Criminal Code.

Review the provisions of the Cri-
minal Code with a view to dele-
ting, adding or transferring certa-
in offences under the offence of 
corruption.

Lack of comprehensive 
exchange of information 
between the Ministry of the 
Interior of the Slovak Repub-
lic and intelligence services.

Adapt the activities of the Se-
curity Council Committee of the 
Slovak Republic on Intelligence 
Coordination to provide a plat-
form for effective and regular ex-
change of information between 
the Ministry of the Interior of the 
Slovak Republic and the intelli-
gence services 

Vulnerabilities 
identified

What needs  
to be done?
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Example of gaining influence 
through corruption 

Low Risk

Qatar's Scandal: the European Par-
liament suspends the vice-president 
accused of corruption
The Greek Vice-President of the European Parliament, Eva Kaili, has been 
detained on suspicion of corruption after Belgian investigators found "bags 
full of money" at her home. The Conference of Presidents proposed to re-
move her from office and the European Parliament approved the proposal 
with a single vote against.

Four other suspects have been charged and arrested, including her partner 
Francesco Giorgi, who worked as an assistant to another MEP. Former MEP 
Pier Antonio Panzeri, in whose house a large amount of money was found, 
and Panzeri's former assistant were also charged.

Author: Barbara Zmušková and EURACTIV.com | EURACTIV.sk | Translation: Tatiana Turisová
13 Dec 2022 (updated: 14 Dec 2022)

https://euractiv.sk/section/buducnost-eu/news/katarsky-skandal-europarlament-zbavi-funkcie-podpredsednicku-obvinenu-z-korupcie/
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Pressure on politi-
cians or members  
of the government 
Hybrid actors can use a wide range of means of 
pressure on politicians or state officials in ways 
that go beyond legitimate means of promoting 
interests (e.g. lobbying). Such pressure includes 
unlawful acts or threats of violence.

Hybrid actors primarily 
aim to influence, paralyse 
or undermine the deci-
sion-making processes 
of the state in order to 
achieve their interests. 
Coercion can be exerted 
by foreign hostile actors 
through organised crimi-
nal groups or even various 
legal entities.

Forms of possible 
hybrid action 

Institutions 
responsible

• threatening, blackmailing and 
coercive behaviour, 

• disclosure of sensitive informa-
tion to hybrid actors,

• doxxing - publishing personal 
information such as address, 
phone number, etc.,

• organised assemblies or protests 
with an element of violence,

• defamation and discrediting in 
public space using false infor-
mation/visuals. • Ministry of Interior  

of the Slovak Republic,
• intelligence services.
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Vulnerabilities 
identified

What needs  
to be done?

39

Example of pressure on political 
leaders (2021)

Low awareness of Members 
of the National Assembly of 
the Slovak Republic and their 
assistants on the issue of 
pressure on politicians and 
possible solutions.

Create specialised training for 
the Members of the National 
Assembly of the Slovak Republic 
and their assistants.

Criminal legislation does not 
allow for the effective clari-
fication and sanctioning of 
such coercion if the person 
concerned does not feel 
threatened.

Establish a working group to re-
view the criminalisation of coer-
cion of politicians and members 
of the government in the Criminal 
Code.

Low Risk

A BLOODY MESSAGE TO THE ENTIRE GOVERNMENT  
OF THE SLOVAK REPUBLIC, PRESIDENT ČAPUTOVÁ, 
HENCHMEN AND TRAITORS

Ultimatum for the entire government to resign

You who call yourselves the Government of the Slovak Republic are called upon to resign by 31 March 2021. We will not negotiate 
with you! If you do not resign, cruel and bloody times await you. No one will help you, you have few people to protect you from us.

We have contacts with addresses (also temporary ones) for all of you, including your families, military officials and the entire police 
force. If you don't resign, we are ready to go into a bloody fight for freedom!

We will gradually begin to destroy government buildings and associated offices, later the objects of the security and defence 
forces of the state, followed by the complete fleet of the entire state apparatus. You don't have that many firefighting units to put 
everything out.

The Government Office will burn in flames!

You have imposed a regime of chaos here, now we will show you chaos.

Visual of threats  
sent to several state  
institutions in 2021

Slovakia will be in flames that will score into your veins and the pain you will 
feel will never end!

This will be followed by an attack on your SIS henchmen and all your con-
fidants, including soldiers and policemen. Following that, their wives, their 
children, their parents! We will have no mercy on anyone.

Lives will be lost in the fight for freedom!

We will eliminate all informers, cowards and sell-outs! We will never allow our 
Slovakia to fall into someone else's hands, our country will rather burn to the 
ground than let that happen. You sellouts will burn up in the first place. We 
will take our country back! This bloody fight will not end until it is over. You will 
be held accountable for everything you have caused, everything you have 
stolen will be taken back from you.

Our Slovakia will remain ours and we are ready to put our lives on the line for 
that! We have nothing to lose. We will fight to our last breath.
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Embassies 
Embassies can be misused to exert diplomatic 
pressure, also as local command, control and coor-
dination centres for information and intelligence 
operations. They can also be used to disseminate 
propaganda and create a network of domestic 
actors supporting the hybrid actor's goals

In the Slovak Republic, 
activities of some coun-
tries misusing their embas-
sies have been noted. The 
use of embassies for influ-
ence activities has the 
potential to influence pub-
lic sentiment, destabilise 
the country and distort its 
foreign policy direction.

Forms of possible 
hybrid action 

Institutions 
responsible

• posting of information services 
personnel under diplomatic 
cover,

• making contacts with govern-
ment employees, attempts to 
obtain sensitive information,

• bribing disinformation and qua-
si-media in exchange for pub-
lishing articles that suit foreign 
policy interests,

• spreading misinformation 
through the embassy's official 
social media accounts.

• Ministry of Foreign 
and European Affairs  
of the Slovak Republic,

• intelligence services.
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Issuing consent for the arrival 
of diplomatic staff from other 
countries without thorough 
verification.

 
Introduce more effective control 
mechanisms to prevent misuse 
of diplomatic status by incoming 
foreign embassy staff.

Vulnerabilities 
identified

What needs  
to be done?
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Footage of Russian “diplomat" 
bribing the external contributor 
to Hlavné správy disinformation 
website  

Low Risk

Leaked security footage shows a military attaché at the Russian embassy in Bratislava giving a 
bribe to a Hlavné správy ( well known website spreading disinformation) contributor and recruit-
ing him for espionage.

Source: Denník N

Contributor to Hlavné správy
military attaché of Russia

Moscow decided you will be a hunter.

https://dennikn.sk/2767779/ako-sa-verbuju-spioni-na-slovensku-povedal-som-v-moskve-ze-si-dobry-chlapec-video/ 
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Using diasporas  
for influence 
Diasporas can become instruments of hybrid action 
when their activities are covertly manipulated by 
the government of a foreign state. The objective is to 
influence political processes, decision-making and 
public opinion in the host country in the long term.

Compared to other EU 
states, there are currently 
relatively few diasporas in 
the Slovak Republic com-
ing from countries that use 
hybrid action to achieve 
their goals.

Forms of possible 
hybrid action

Institutions 
responsible

• funding of cultural institutes, 
associations or media and their 
misuse for activities glorifying the 
government of a foreign state,

• dissemination of a different 
perception of history and foreign 
policy among members of the 
diaspora,

• decreasing loyalty of diaspora 
members to the Slovak Republic,

• influencing the diaspora to sup-
port specific political actors,

• operation of agents within the 
diaspora under business cover 
and their participation in gov-
ernment contracts or the provi-
sion of technological equipment 
in sensitive areas

• Ministry of Foreign and 
European Affairs  
of the Slovak Republic,

• Ministry of Culture  
of the Slovak Republic,

• Ministry of Education,  
Science, Research and 
Sport of the Slovak  
Republic.

In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats42

Insufficient overview of the 
movement and use of funds 
spent on the activities of 
national minorities, ethnic 
groups and diasporas from 
abroad.

Introduce a monitoring system
of financial flows to support 
diasporas from abroad.

Vulnerabilities 
identified

What needs  
to be done?
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The so-called Chinese police 
stations

Low Risk

In September 2022, the non-governmental human rights organisation Safeguard Defenders 
published a report exposing a network of so-called Chinese police stations operating in 53 
countries around the world, including the Slovak Republic. These so-called police stations in 
some countries were reportedly involved in harassing, intimidating and coercing members of 
the Chinese diaspora abroad.

Countries with known stations
Countries with newly discovered stations

43

https://safeguarddefenders.com/en/blog/patrol-and-persuade-follow-110-overseas-investigation
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Diplomatic  
and economic 
sanctions 
Sanctions in the form of embargoes, tariffs and 
other measures can be used to weaken the econ-
omy, exert pressure and influence decision-mak-
ing processes. At the same time, it is a legitimate 
instrument for democratic countries to protect 
their interests against hybrid actors

The imposition of sanction 
is both symbolic and polit-
ical and can have a signif-
icant impact on the mood 
of the society. The ability of 
the Slovak Republic and the 
EU to take retaliatory mea-
sures in an effective and 
timely manner significantly 
depends on the scope of 
hybrid actors. 

Forms of possible 
hybrid action

Institutions 
responsible

• travel bans as a form of coercion,
• severance or restriction of diplo-

matic ties,
• imposition of export restrictions,
• freezing the assets of selected 

companies in a foreign country.

• Government Office  
of the Slovak Republic, 

• Ministry of Foreign and 
European Affairs of the 
Slovak Republic,

• Ministry of Economy  
of the Slovak Republic,

• Ministry of Finance  
of the Slovak Republic,

• Ministry of Justice  
of the Slovak Republic.
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Unclear definition of the 
competences of national 
authorities in the law on the 
implementation of interna-
tional sanctions.

Specify a legal regulation in the 
field of international sanctions that 
clearly establishes and determines 
the competences of the respon-
sible ministries.

Lack of practice in declaring 
national sanctions.

Consider establishing a process 
for the adoption of national san-
ctions by the Slovak Republic and 
the subsequent establishment of 
the necessary staff capacity.

Vulnerabilities 
identified

What needs  
to be done?
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Russia's list of "hostile countries"

Low Risk

In 2021, Russia published a list of "hostile countries" against which it imposed restrictive mea-
sures in response to their "hostile" behaviour. Since then, more countries have been added to 
the list (including Slovakia in 2022). Restrictive measures include visa restrictions, the obligation 
to pay for Russian gas in roubles, or limiting the number of local staff at embassies in Russia.

Source: official website of the Government of the Russian Federation

http://government.ru/en/docs/46080/ 
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Control and
interference
into the media
Media and media services can become an instru-
ment of hybrid action. Hybrid actors seek to influ-
ence traditional media or to build a network of 
quasi-media and information channels on social 
networks in order to influence public opinion and 
destabilise society.

Controlling and inter-
fering in the media is a 
serious security risk that 
can threaten freedom of 
expression, public trust in 
public information and, ulti-
mately, democracy itself.

Forms of possible 
hybrid action

Institutions 
responsible

• controlling and interfering with 
the media, through political 
influence, infiltration, sponsor-
ship of the media, or by gaining 
ownership control,

• spreading misinformation, harm-
ful  information and manipula-
tive narratives through social 
networks and quasi-media,

• questioning credibility of tradi-
tional media.

• Council for Media Services,
• Ministry of Culture  

of the Slovak Republic.
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Lack of implementing rules 
for the Media Services Act.

Adopt the missing implementing
regulations resulting from the  
Media Services Act.

Lack of formalisation of 
cooperation between the 
Media Services Council and 
the intelligence and security 
services.

Formalise processes for coope-
ration between the regulator and 
security forces.

Vulnerabilities 
identified

What needs  
to be done?
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Media and channel ecosystem  
under RF control

Low Risk

GRU

RUSSIA
Zdroj: UST

RUSSIA RUSSIA

RIA NOVOSTI
RUSSIA TVZVEZDA

RUSSIA
RUSSIA RUSSIA

GERMANY Zdroj: Daily Beast, CNN

RUSSIA
Zdroj: NYT RUSSIA

Zdroj: UST

FONDSK.RU
RUSSIA

Zdroj: AP

ODNARODYNA
UKRAINE
Zdroj: AP

New Eastern Outlook
RUSSIA

Zdroj: WSJ

CRIMEA
Zdroj: UST

CRIMEA
Zdroj: UST

ANTIFASHIST UKRAINE
Zdroj: AP

POLIT NAVIGATOR 
UKRAINE
Zdroj: AP

RUSSIA
Zdroj: WSJ

RUSSIA
Zdroj: NYT REBEL NSIDE

Zdroj: WSJ

DONBASS TRAGEDY
Zdoj: WAPO

SVR FSB

Media linked to Russian intelligence services 

Media directly controlled by the Russian government
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Exchange  
of classified  
information 
Public authorities also have an important role to 
play in effectively defending against intelligence 
operations and infiltrations, including their abil-
ity to seamlessly handle classified information at 
the necessary level.

Some public authorities 
do not have sufficient 
staff capacity with the 
relevant competences. As 
a consequence, they are 
not able to have access to 
classified information to 
the maximum extent and 
within a reasonable time.

Forms of possible 
hybrid action

Institutions 
responsible

• misuse of the inability of the 
public authorities concerned 
to keep informed of the nature 
and extent of emerging 
threats,

• the use of slow decision-mak-
ing as an obstacle to the 
smooth exchange of classified 
information between public 
authorities. • National Security Authority,

• Intelligence services,
• all central State administra-

tion bodies.
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Military Intelligence Activity Report 2021

Activities of foreign intelligence services
In the area of protection against foreign intelligence activities, 
military intelligence activities in 2021 focused on detection, intel-
ligence documentation, analysis, and elimination of intelligence 
activities against the protected values and interests of the Slo-
vak Republic. At the same time, knowledge about the activities 
of foreign intelligence services in countries where the develop-
ment of the security situation may negatively affect the inter-
ests of the Slovak Republic was obtained. 
The Slovak Republic has also been used by foreign intelligence 
services as a space for cross-border intelligence operations, 
when intelligence services of foreign powers carry out individu-
al phases of their operations in several countries. In this context, 
military intelligence cooperates with partner services of NATO 
and EU Member States and conducts intelligence operations to 
eliminate the harmful influence of foreign intelligence services.

Russian Federation 

Traditional intelligence procedures for recruiting active and 
former members of the Slovak Armed Forces, as well as persons 
with links to the defence ministry and regional and top politics 
of the Slovak Republic, continued to be used. Financial rewards 
and sympathy for the Russian Federation remained the main 
motivational tools for establishing cooperation. In 2021, Military 
Intelligence conducted a number of successful operations that 
resulted in the discovery of Russian intelligence officers operat-
ing in the Slovak Republic. On the basis of the measures taken, 
additional members of the intelligence services of the Russian 
Federation will be expelled in 2022 and the overall number of 
diplomatic representation of the Russian Federation on the ter-
ritory of the Slovak Republic will be significantly reduced.

2.1.2 Hybrid threats and their forms of action

In the course of 2021, the SIS has seen an intensification of hybrid 
activities by the RF in the information, intelligence, social and 
cultural spheres. Activities in the cyber, economic and diplomat-
ic spheres were carried out with unchanged intensity compared 
to the past. The objectives of the aforementioned activities 
were to influence political decision-making on strategic issues 
by creating social pressure, to systematically deepen contra-
dictions in the internal social discourse, to disseminate propa-
ganda and to penetrate the state apparatus with the intention 
of directing its activities in favour of the foreign policy priorities 
of the Russian Federation.

In the informational and social domains, the Russian Federation 
continued to promote pro-Kremlin narratives and to maintain 
the image of the importance of the Russian Federation for the 
preservation of peace and security in Europe and in the Russian 
Federation itself. The Russian Federation relied mainly on a his-
torical narrative, which smoothly transitioned into a criticism of 
the EU and NATO attitudes and activities, and appealed to the 
historical, cultural and national affinity of the Slovak and Rus-
sian people.

The Embassy of the Russian Federation intensified its official 
online information activities aimed primarily at building a fa-
vourable image of the Russian Federation in the subconscious 
of the Slovak public. An important aspect of media communica-
tions in the first half of 2021 was the presentation of the Russian 
Federation's achievements in delivering the Sputnik V vaccine 
to global markets.

During 2021, China's hybrid and influential engagement with the 
Slovak Republic continued, although the visibility and intensity 
of information activities in the public space decreased com-
pared to 2020. The focus of interest has recently shifted from the 
cultural-linguistic spectrum to the field of science, technology 
and innovation. This increases the risk of industrial espionage or 
the penetration of Chinese propaganda into the most prestig-
ious educational institutions in the Slovak Republic.

Insufficient staff capacity of 
public authorities to handle 
classified information abo-
ve the classification level 
Restricted.

Ensure sufficient staff authoriza-
tion to inspect classified infor-
mation at a higher classification 
level in accordance with the ob-
jective needs of the authorities.

Low Risk

Vulnerabilities 
identified

What needs  
to be done?
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Informing citizens about Slovak 
Intelligence Service and Military 
intelligence activities
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Czech Republic, Denmark, Finland, 
France, the Netherlands, Lithuania,  
Latvia, Hungary, Malta, Germany, 
Poland, Portugal, Austria, Romania,  
Slovakia, Slovenia, Spain, Italy 

EU Member States setting up an FDI 
screening mechanism 

Belgium, Croatia, Estonia, Greece,  
Ireland, Luxembourg, Sweden

State as of 12 May 2023
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EU Member States with 
an FDI screening  
mechanism in place 

Vulnerabilities 
identified

What needs  
to be done?

Lack of access to databases 
aggregating the necessa-
ry information on business 
entities.

Purchase licenses for access to 
databases aggregating neces-
sary information from all over the 
world on business entities and 
other persons that are part of a 
foreign investment.

Insufficient analytical ca-
pacity within the Ministry of 
Economy of the Slovak Re-
public.

Strengthen the staff capacity of 
the Ministry of Economy of the 
Slovak Republic for FDI screening.

Lack of certification of the 
application for sharing clas-
sified information between 
departments and intelligen-
ce services.

Certify the application to share 
classified information at higher 
classification levels. 

Foreign direct  
investment (FDI)
In addition to the overwhelmingly positive impact 
of inward FDI, there is currently a growing number 
of hostile investments made for the purpose of con-
trolling infrastructure or acquiring know-how. Hybrid 
actors can use them to manipulate the investment 
environment and acquire strategic assets.

In the case of hostile FDI, 
third states may have 
access to sensitive tech-
nologies, know-how, criti-
cal infrastructure, supplies 
or services that are critical 
and strategic for the Slo-
vak Republic. Such invest-
ments make it possible to 
gain influence in different 
sectors.

Forms of possible 
hybrid action

Institutions 
responsible
• Ministry of Economy  

of the Slovak Republic,
• Ministry of Foreign and 

European Affairs of the 
Slovak Republic,

• intelligence services.

• gaining influence in a sector in 
order to disrupt it - e.g. health, 
finance, energy, defence, IT, 
media,

• gaining media coverage and 
subsequently influencing public 
opinion and spreading disinfor-
mation,

• gaining access to strategic 
raw materials or supplies with 
the intent to disrupt, damage, 
acquire or artificially affect their 
availability.

In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats

Low Risk

50 51
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Creating and  
exploiting energy 
dependence 
Dependence on the energy resources of other 
states allows hybrid actors to manipulate their 
prices, control infrastructure or threaten to cut 
off supplies if certain conditions are not met.

Energy dependence and 
price manipulation can 
affect the economy and 
lower the standard of living 
of the population. This can 
lead to polarisation of soci-
ety, influencing the politi-
cal situation and reducing 
trust in state institutions. 

Forms of possible 
hybrid action

Institutions 
responsible

• manipulation of prices and 
availability of energy raw mate-
rials from outside the EU,

• cyber-attacks on energy infra-
structure with the aim of disrupt-
ing the production or supply of 
electricity,

• influencing key infrastructure 
staff.

• Ministry of Economy  
of the Slovak Republic,

• Ministry of Foreign and 
European Affairs of the 
Slovak Republic,

• intelligence services.
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Vulnerabilities 
identified

What needs  
to be done?
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Share of Russian 
gas in total energy 
consumption  
in 2020 

Low Risk

0 %
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30 %

40+ %

5 %

Slovakia's electricity sector 
risk preparedness plan out  
of date.

Update the Slovak Republic's risk 
preparedness plan for the elec-
tricity sector.

Outdated Integrated Natio-
nal Energy and Climate Plan.

Update the integrated national 
energy and climate plan in line 
with the requirements of Council 
and EP Regulation 2018/1999.

Lack of a common data col-
lection system for the energy 
sector.

Support the creation of a com-
mon database in the energy  
sector at EU level in the frame-
work of the REPowerEU reform.
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Creating and  
exploiting economic 
hardship and  
dependency
Close economic ties can increase the strategic 
dependence of smaller countries on larger ones, 
binding them through sovereign debt or through 
unique or critical scarce commodities. The hybrid 
actors can disrupt supply chains and thus cause 
supply shortages of strategic raw materials.

Hybrid actors can exploit 
the slowdown in economic  
development and growth 
caused by a lack of com-
petitiveness and the inabil-
ity to secure financing from 
domestic markets. The aim 
is to question the legitimacy 
of the government and 
paint a picture of a failed 
state.

Forms of possible 
hybrid action

Institutions 
responsible

• building undiversified  strategic 
partnerships for key commodities,

• exploiting country dependen-
cies and favouring supply chains 
with related countries,

• influencing supply and arti-
ficially inflating the prices of 
critical raw materials and com-
modities.

• Ministry of Economy  
of the Slovak Republic,

• Ministry of Foreign and 
European Affairs of the 
Slovak Republic.
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Vulnerabilities 
identified

What needs  
to be done?

55

Global distribution of critical 
minerals

Negligible Risk

Unavailability of depart-
ment-specific data on econo-
mic hardship and dependency.

Establish a system for sharing 
data on economic hardship and 
dependency among relevant 
government agencies.

Changes in EU initiatives and 
policies may have a direct 
impact on the difficulties 
and dependencies of Slovak 
industry.

Monitor the impact of EU policies 
and initiatives on Slovak industry 
and proactively communicate 
them with businesses and asso-
ciations. 
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Russia
Palladium 40%

France 
Hafnium 49%

Spain
Strontium 31%

Chile
Copper 28%

USA
Beryllium 67%
Helium 56%

Brasil
Niobe 92%

Turkey
Boron 48%
Feldspar 32%

Iran
Strontium 37%

Australia
Alluminum 28%
Lithium 53%

Congo
Cobalt 63%
Tantalum 35%

South Africa 
Iridium 93%
Palladium 36%
Platinum 71%
Rhodium 81%
Ruthenium 94%
Manganese 29%

China
Aluminum 56%
Antimony 56%
Arsenic 44%
Barytes 44%
Bismuth 70% 
Phosphate rock 44%
Phosphorus 79%
Gallium 94
Germanium 83%
Fluorspar 56%
Cobalt 60%
Coking coal 53%
Silicon metal 76%
Lithium 56%
Magnesium 91%
Manganese 58%
Copper 38%
Nickel 33%
Natural graphite 67%

Scandium 67%
Titanium metal 43%
Vanadium 62%
Tungsten 86%
Light rare-earth elements 85%
Heavy rare-earth elements 100%

 https://www.intereconomics.eu/contents/year/2023/number/2/article/the-eu-s-quest-for-strategic-raw-materials-what-role-for-mining-and-recycling.html#:~:text=The%20CRM%20Act%20proposal%20sets,raw%20materials%20in%20the%20EU. The EU´s Quest for Strategic R
 https://www.intereconomics.eu/contents/year/2023/number/2/article/the-eu-s-quest-for-strategic-raw-materials-what-role-for-mining-and-recycling.html#:~:text=The%20CRM%20Act%20proposal%20sets,raw%20materials%20in%20the%20EU. The EU´s Quest for Strategic R
 https://www.intereconomics.eu/contents/year/2023/number/2/article/the-eu-s-quest-for-strategic-raw-materials-what-role-for-mining-and-recycling.html#:~:text=The%20CRM%20Act%20proposal%20sets,raw%20materials%20in%20the%20EU. The EU´s Quest for Strategic R
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Conclusion
Thank you for your attention to this public analysis of vulnerabilities to 
hybrid threats. It is the result of a long-term effort and commitment to 
explore the new security challenges Slovakia faces in today's dynami-
cally changing global landscape. We believe that collaboration with all 
stakeholders, including the public sector, the private sector and aca-
demic institutions, is essential to effectively address these threats.

We believe that this analysis will provide a basis for further building 
the Slovak Republic's resilience to hybrid threats. We have identified 
key areas where we need to increase our vigilance, prepare systemic 
changes related to legislative or institutional settings, or take practical 
preventive measures at the level of individual institutions. They aim to 
strengthen our country's defence capability and ensure preparedness 
for various possible scenarios.

We are aware that the tactics of hybrid actors, as well as the tools they 
use, are constantly changing, so it is critical to maintain expertise and 
update strategies and analytical outputs in this area on a regular basis. 
Together with our partners, we believe that we will be able to detect and 
respond quickly to potential threats.

However, this analysis is only the first step on a long journey to build a 
strong and resilient society. It will serve as a valuable foundation and 
compass as we develop new initiatives and policies to move us forward. 
During the preparation of this public version, our Centre for Counter-
ing Hybrid Threats of the Ministry of the Interior of the Slovak Republic 
started to prepare the Concept for Building Resilience of Public Adminis-
tration against Hybrid Threats in the framework of Task C.1 of the Action 
Plan for Coordination of Countering Hybrid Threats, in order to translate 
the findings of the analysis into practice. In fact, the greatest added 
value of the analysis should lie in the implementation of the proposed 
actions that can move us step by step on our path to resilience.

In conclusion, we would like to once again express our deep gratitude 
to all those who have contributed to this analysis and to strengthening 
Slovakia's resilience to hybrid threats. Your commitment and dedication 
to a common goal are key to our shared success and security!
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Glossary of terms 
and abbreviations 
3D weapons  – firearms, which are primarily produced using a 3D printer. 
According to Interpol, they can be categorised as fully 3D printed fire-
arms, hybrid 3D printed firearms and firearms whose frame is produced 
in 3D printing.

80% weapons - an unfinished weapon, or a piece of metal that cannot 
be used as a firearm in its current form, but can easily be converted into 
one. The components are unregulated and readily available.

APHH – Action Plan for Countering Hybrid Threats Coordination, a docu-
ment to strengthen state and societal resilience to hybrid threats.

Diaspora - a religious or ethnic community living (dispersed) within 
another (foreign) community.

Hybrid action - activities of state or non-state actors to undermine or 
damage a selected target using military and non-military methods (dis-
information, propaganda, cyber-attacks…).

INEKP - Integrated National Energy and Climate Plan 2021-2030, address-
ing energy security, efficiency, competitiveness and sustainability, plus 
decarbonisation.

Lobbying - the process of influencing legislators, ministers and other 
public officials, or economic operators, by interest/pressure groups pur-
suing a common interest (called lobbies) in order to achieve a particular 
decision/action.

Migrant - a person who is outside the territory of his/her own country, 
residing in another country for more than one year, regardless of the 
reasons (voluntary, involuntary, war, economic) and the means of his/her 
migration to the country (regular or irregular).

Refugee - a person who has left home, most often because of fears of 
war; an applicant for temporary refuge in a foreign country.

Polarization (of society) - eradication, exacerbation with regard to con-
tradictions, directing a grouping towards certain phenomena/realities.

Dual-use items - products or technologies developed for civilian pur-
poses but in the wrong hands misused for human rights abuses or  
terrorist attacks (drones, chemicals).

Explosives precursors - chemicals that can be misused to construct 
homemade explosives (e.g. nitric acid, sulphuric acid, nitromethane…).

FDI - foreign direct investment in a foreign business enterprise for the 
purpose of acquiring a controlling interest in the enterprise (vertical, 
horizontal or conglomerate).

REPowerEU – reform to save and promote clean energy, diversify the 
EU's energy supply, and achieve a smart mix of investment and reform, 
with the aim of achieving at least a 55% reduction in net greenhouse gas 
emissions by 2030 and climate neutrality by 2050.

SK – Slovak Republic

PA - Public Administration, one of the forms of exercising public power

Think tanks – independent organisations that research and analyse 
public affairs issues. These include, for example, social policy, political 
strategy, economics, military affairs, technology, culture.

Central State administration bodies - this includes ministries and import-
ant offices (e.g. Government Office of the Slovak Republic, National 
Security Authority, etc.).

Public procurement - the rules and procedures for selecting a contrac-
tor, covering the award of contracts. Their aim is the efficient and eco-
nomical use of public funds.
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• Concept of the Security System of the Slovak Republic

• Action Plan for the Coordination of Countering Hybrid Threats 2022-2024

• Security Strategy of the Slovak Republic

• Defence Strategy of the Slovak Republic

• Programme Declaration of the Government of the Slovak Republic 2023

• Programme Declaration of the Government of the Slovak Republic for 
the period 2021 - 2024

• 1st EEAS Report on Foreign Information Manipulation and  
Interfe- rence Threats

• Council Conclusions on information manipulation and foreign  
interference (FIMI)

• Concept of Strategic Communication of the Slovak Republic

• Act No. 264/2022 Coll. on Media Services and on amendments and 
additions to certain acts 

• Act No. 69/2018  Coll. on Cyber Security and on amendments to  
certain acts

• Act No. 85/2005 Coll. on Political Parties and Political Movements, as 
amended 

• Act No. 180/2014 Coll. on the Conditions for the exercise of voting 
rights 

• Act No. 181/2014 Coll. on Election Campaign and on Amendment and 
Supplementation of Act No. 85/2005 Coll. on Political Parties and 
Political Movements, as amended 

• Act No. 395/2022 Coll. on a special method of voting in a referendum 
announced on the basis of a citizens' petition adopted on 24 August 2022

Basic bibliography 
for chapters 
System for countering hybrid threats

Disinformation campaigns and propaganda 

Influencing elections

• Regulation (EU) 2021/821 of the European Parliament and of the 
Council of 20 May 2021 establishing a Union regime for the control of 
exports, brokering, technical assistance, transit and transfer of dual-
use items.

• Act No. 190/2003 Coll. of Laws on Firearms and Ammunition, and 
Amending Certain Acts

• Act No. 39/2011 Coll. of Laws on dual-use items and on amendments 
to Act No. 145/1995 Coll. of the National Council of the Slovak Republic 
on administrative fees and charges as amended 

• National Cybersecurity Strategy 2021-2025

• Action Plan for the Implementation of the National Cybersecurity 
Strategy 2021-2025

• Act No. 69/2018 Coll. on Cybersecurity and on amendments to certain 
laws 

• Act No. 95/2019 Coll. on Information Technologies in the Public Administration

• Concept of Critical Infrastructure in the Slovak Republic and the 
method of its protection and defence approved by Government Res-
olution No. 120 of 2007

• National Programme for the Protection and Defence of Critical Infra-
structure in the Slovak Republic approved by Government Resolution 
No. 185/2008

• Act No. 45/2011 Coll. on Critical Infrastructure

• Concept of Social Inclusion of the Bratislava Self-Governing Region 
for 2020-2030

• Programme Slovakia 2021-27

• Strategy of equality, inclusion and participation of Roma until 2030

• Vision and strategy for Slovakia's development until 2030

Weapons proliferation 

Cyber operations

Physical operations against infrastructure 

Promoting social unrest and exploiting 
socio-cultural cleavages 

https://rokovania.gov.sk/RVL/Material/28141/1 
https://rokovania.gov.sk/RVL/Material/27021/1  
https://www.vlada.gov.sk/data/files/8048_bezpecnostna-strategia-sr-2021.pdf?csrt=11856268250621780119 
https://www.vlada.gov.sk/data/files/8049_obranna-strategia-sr-2021.pdf?csrt=11856268250621780119 
https://www.vlada.gov.sk/programove-vyhlasenie-vlady-sr-2023/ 
https://www.vlada.gov.sk/share/uvsr/pvvsr_2020-2024.pdf 
https://www.vlada.gov.sk/share/uvsr/pvvsr_2020-2024.pdf 
http://1st EEAS Report on Foreign Information Manipulation and Interference Threats | EEAS (europa.eu)
http://1st EEAS Report on Foreign Information Manipulation and Interference Threats | EEAS (europa.eu)
https://data.consilium.europa.eu/doc/document/ST-11429-2022-INIT/sk/pdf
https://data.consilium.europa.eu/doc/document/ST-11429-2022-INIT/sk/pdf
https://www.vlada.gov.sk/share/uvsr/koncepcia_strategickej%20komunikacie_sr.pdf?csrt=11856268250621780119 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2022/264/20230101
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2022/264/20230101
http://69/2018 Z.z. - Zákon o kybernetickej bezpečnosti a... - SLOV-LEX 
http://69/2018 Z.z. - Zákon o kybernetickej bezpečnosti a... - SLOV-LEX 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2005/85/ 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2005/85/ 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2014/180/ 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2014/180/ 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2014/181/20150701.html
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2014/181/20150701.html
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2014/181/20150701.html
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2022/395/20221129
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2022/395/20221129
https://eur-lex.europa.eu/legal-content/SK/TXT/PDF/?uri=CELEX:32021R0821&from=SK 
https://eur-lex.europa.eu/legal-content/SK/TXT/PDF/?uri=CELEX:32021R0821&from=SK 
https://eur-lex.europa.eu/legal-content/SK/TXT/PDF/?uri=CELEX:32021R0821&from=SK 
https://eur-lex.europa.eu/legal-content/SK/TXT/PDF/?uri=CELEX:32021R0821&from=SK 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2003/190/20221115
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2003/190/20221115
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2011/39/20180901 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2011/39/20180901 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2011/39/20180901 
https://www.nbu.gov.sk/wp-content/uploads/kyberneticka-bezpecnost/Narodna-strategia-kybernetickej-bezpecnosti.pdf
https://www.nbu.gov.sk/wp-content/uploads/kyberneticka-bezpecnost/Akcny-plan-kybernetickej-bezpecnosti.pdf 
https://www.nbu.gov.sk/wp-content/uploads/kyberneticka-bezpecnost/Akcny-plan-kybernetickej-bezpecnosti.pdf 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2018/69/
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2018/69/
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2019/95/20221101 
https://www.economy.gov.sk/uploads/files/1VryBxtU.pdf
https://www.economy.gov.sk/uploads/files/1VryBxtU.pdf
https://www.economy.gov.sk/uploads/files/1VryBxtU.pdf
https://www.mhsr.sk/uploads/files/c2CSdqQ5.pdf 
https://www.mhsr.sk/uploads/files/c2CSdqQ5.pdf 
https://www.mhsr.sk/uploads/files/c2CSdqQ5.pdf 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2011/45/20230301 
https://bratislavskykraj.sk/wp-content/uploads/2022/07/koncepcia-si-bsk-2020-2030-aktualizacia-ap-2022.pdf 
https://bratislavskykraj.sk/wp-content/uploads/2022/07/koncepcia-si-bsk-2020-2030-aktualizacia-ap-2022.pdf 
https://www.eurofondy.gov.sk/program-slovensko/index.html
https://www.romovia.vlada.gov.sk/site/assets/files/1113/strategia_2030.pdf?csrt=4839840994561928908 
https://www.mirri.gov.sk/wp-content/uploads/2021/01/Slovensko-2030.pdf 
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• Act No. 55/2017 Coll. on the Civil Service and amending certain acts 

• Act No. 73/1998 Coll. on Civil Service of the Police Force member, 
Slovak Information Service, Corps of Prison Wardens and Judiciary 
guards of the Slovak Republic and Railway Police as subsequently 
amended, 

• Act No. 315/2001 Coll. on Fire and Rescue Service as amended

• Act No. 215/2004 Coll. on the Protection of Classified Information

• Integration Policy of the Slovak Republic 2014

• Contingency Plan of the Slovak Republic for dealing with the emer-
gency situation in connection with the mass influx of the population 
of Ukraine to the territory of the Slovak Republic caused by the esca-
lation of the armed conflict on the territory of Ukraine for the period 
October 2022 - March 2023

• Regulation (EU) 2019/1896 of the European Parliament and of the 
Council of 13 November 2019 on the European Border and Coast 
Guard and repealing Regulations (EU) No 1052/2013 and (EU) 2016/1624

• Act No. 480/2002 Coll. on Asylum and Amendments of Some Acts

• Act of the National Council of the Slovak Republic No. 350/1996 Coll. on 
Rules of Procedure of the National Council of the Slovak Republic, as 
amended 

• Act No. 211/2000 Coll. on Free Access to Information and on amendments 
and supplement to certain acts

• Act No. 400/2015 Coll. on the Creation of Legal Regulations and on the 
Collection of Laws of the Slovak Republic and on the amendment and 
supplementation of certain laws as amended and by which certain 
laws are amended and supplemented 

Exploiting weaknesses in public administration

Misuse of migration as a hybrid threat instrument 

Exploitation of weaknesses, ambiguities and 
gaps in legislation 

• Act No. 300/2005 Coll. on Criminal Code, as amended

• Act No. 83/1990 Coll. on Association of Citizens

• Act No. 85/2005 Coll. on Political Parties and Political Movements

• GLOBSEC - Hybrid Threats in Slovakia, Paramilitary and Extremist 
Groups, Analysis of Legislation, Structures and Processes

Paramilitary organisations 

• Act No. 308/1991 Coll. on Freedom of Religious Faith and the position 
of churches and religious societies, as amended

• Act No. 213/1997 Coll. on Non-Profit Organisations providing services 
of general benefit

• Act No. 370/2019 Coll. on Financial Support for the Activities of 
Churches and Religious Societies

• State education programme

• Act No. 131/2002 Coll. on Higher  Education and on Changes nad  
Supplements to Some Laws

• Act No. 245/2008 Coll. on the system of primary and secondary 
schools (School Act) as amended

• United Nations Convention against Corruption (UNCAC)

• National Anti-Corruption Programme of the Slovak Republic

• Anti-Corruption Policy of the Slovak Republic for 2019 - 2023

• Act No. 300/2005 Coll. on Criminal Code, as amended

• LP/2020/541 Principles of ensuring personal safety of designated per-
sons and protection of designated objects 

• Act No. 372/1990 Coll. on offences

• Act No. 40/164 Coll. on Civil Code

• Vienna Convention

• Act No. 151/2010 Coll. on Foreign Service

• European Charter for Regional and Minority Languages

• Framework Convention for the Protection of National Minorities

• Act No. 184/1999 Coll. on the use of national minority languages

 Funding cultural groups or think tanks

Influencing curriculum and academia 

Exploiting strategic corruption 

Pressure on politicians or members of the government 

Embassies

Using diasporas to influence

https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2017/55/20230101
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1998/73/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1998/73/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1998/73/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1998/73/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2001/315/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2004/215/20210101 
https://www.employment.gov.sk/files/slovensky/uvod/informacie-cudzinci/integracna-politika.pdf  
https://rokovania.gov.sk/RVL/Material/28566/1
https://rokovania.gov.sk/RVL/Material/28566/1
https://rokovania.gov.sk/RVL/Material/28566/1
https://rokovania.gov.sk/RVL/Material/28566/1
https://rokovania.gov.sk/RVL/Material/28566/1
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=celex:32019R1896 
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=celex:32019R1896 
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=celex:32019R1896 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2002/480/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1996/350/20230501 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1996/350/20230501 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1996/350/20230501 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2000/211/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2000/211/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2015/400/20230501 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2015/400/20230501 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2015/400/20230501 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2015/400/20230501 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2005/300/20230501   
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1990/83/ 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2005/85/ 
https://www.globsec.org/sites/default/files/2019-06/Hybridne-hrozby-na-Slovensku-Polovojenske-a-extremisticke-skupiny.pdf 
https://www.globsec.org/sites/default/files/2019-06/Hybridne-hrozby-na-Slovensku-Polovojenske-a-extremisticke-skupiny.pdf 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1991/308/20170301 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1991/308/20170301 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1997/213/20211231   
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1997/213/20211231   
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2019/370/20200101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2019/370/20200101 
https://www.minedu.sk/8387-sk/statne-vzdelavacie-programy/ 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2002/131/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2002/131/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2008/245/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2008/245/20230101 
https://www.unodc.org/unodc/en/treaties/CAC/ 
https://www.bojprotikorupcii.gov.sk/data/files/7357_04_vlastny-material.pdf?csrt=6393871435428161427 
https://www.bojprotikorupcii.gov.sk/data/files/7130_protikorupcna-politika-sr-2019-2023.pdf 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2005/300/20230501
https://www.slov-lex.sk/legislativne-procesy/-/SK/dokumenty/LP-2020-541  
https://www.slov-lex.sk/legislativne-procesy/-/SK/dokumenty/LP-2020-541  
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1990/372/20220801  
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1964/40/20191201
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1969/32/ 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2010/151/20190101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2001/588/  
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1998/160/  
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/1999/184/20220101 
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• Act No. 289/2016 Coll. on the Implementation of International Sanctions

• Act No. 575/2001 Coll. on the Organization of the Activity of the Government

• European Media Freedom Act)

• Regulation (EU) 2022/2065 of the European Parliament and of the 
Council of 19 October 2022 on the single market for digital services 
and amending Directive 2000/31/EC (Digital Services Act)

• Directive (EU) 2018/1808 of the European Parliament and of the Coun-
cil of 14 November 2018 amending Directive 2010/13/EU (OJ L 303, 
28.11.2018) (Audiovisual Media Services Directive)

• Act No. 264/2022 Coll. on Media Services and on Amendments and 
additions to certain acts

• Regulation (EU) 2019/452 of the European Parliament and of the Coun-
cil establishing a framework for screening foreign direct investment 
into the Union

• Act No. 497/2022 Coll. on Screening of Foreign Direct Investments („FDI 
Act“) 

• Energy policy of the Slovak Republic

• INEKP - Integrated National Energy and Climate Plan 2021-2030 

• Regulation (EU) 2017/1938 of the European Parliament and of the 
Council on measures to safeguard security of gas supply and repeal-
ing Regulation (EU) No 994/2010

• Act No. 251/2012 Coll. on Energy and on Amendments to Certain Acts 

• Action plan 1 for the implementation of measures resulting from the 
Strategy of the Economic Policy of the Slovak Republic until 2030

• European Green Deal

• New EU industrial policy

Diplomatic and economic sanctions

Controlling and interfering with the media

Foreign direct investment (FDI) 

Creating and exploiting energy dependence 

Creating and exploiting economic hardship  
and dependency 

https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2016/289/20210801 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2001/575/20230301
https://digital-strategy.ec.europa.eu/sk/library/european-media-freedom-act-proposal-regulation-and-recommendation   
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=CELEX%3A32022R2065 
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=CELEX%3A32022R2065 
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=CELEX%3A32022R2065 
https://eur-lex.europa.eu/legal-content/SK/TXT/PDF/?uri=CELEX:32018L1808&from=EN 
https://eur-lex.europa.eu/legal-content/SK/TXT/PDF/?uri=CELEX:32018L1808&from=EN 
https://eur-lex.europa.eu/legal-content/SK/TXT/PDF/?uri=CELEX:32018L1808&from=EN 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2022/264/20230101 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2022/264/20230101 
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=CELEX:32019R0452 
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=CELEX:32019R0452 
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=CELEX:32019R0452 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2022/497/20230329 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2022/497/20230329 
https://www.mhsr.sk/energetika/energeticka-politika/energeticka-politika-a-strategia-energetickej-bezpecnosti?csrt=6894842792874248743  
https://www.mhsr.sk/uploads/files/zsrwR58V.pdf 
https://eur-lex.europa.eu/legal-content/SK/ALL/?uri=CELEX%3A32017R1938 
https://eur-lex.europa.eu/legal-content/SK/ALL/?uri=CELEX%3A32017R1938 
https://eur-lex.europa.eu/legal-content/SK/ALL/?uri=CELEX%3A32017R1938 
https://www.slov-lex.sk/pravne-predpisy/SK/ZZ/2012/251/20230205 
https://www.economy.gov.sk/uploads/files/qhOxjph7.pdf
https://www.economy.gov.sk/uploads/files/qhOxjph7.pdf
https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=CELEX:52019DC0640 
https://www.consilium.europa.eu/sk/policies/eu-industrial-policy/
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Notes



69In-depth Vulnerability Analysis of Selected State administration bodies to Hybrid Threats68

Notes



Centre for Countering Hybrid Threats  
(CBHH)

is an analytical, methodological and coordinating unit of the Slovak Ministry of the Interior in the field 
of hybrid threats. It operates within the Institute of Administrative and Security Analyses of the Ministry 
of Interior of the Slovak Republic since January 2022. The main objective of the Centre for Countering 
Hybrid Threats is to increase the capacity of the Ministry of the Interior of the Slovak Republic to monitor, 
analyse and counter various forms of hybrid threats. CBHH  regularly collects data, analyses it, proposes 
measures and carries out activities in order to increase the resilience of public administrations to hybrid 
threats. The work focuses on 6 main areas:

• identification of key vulnerabilities to hybrid threats,
• implementing strategic communication based on data and analysis,
• streamlining public administration processes, structures and activities,
• raising the level of knowledge, competences and skills of public administration staff through training 

programmes,
• updating the regulatory framework and implementing data-driven public policy-making,
• increasing staff and technical capacity.

 www.hybridnehrozby.sk hybrid@minv.sk@CBHH_SK
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